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IMamsATKa 1151 00y4YaIOLIUXCH

00 uH(poOpMAIHOHHOI 0€30MaCHOCTH AeTel
HEJIb3A

1. BceM mozpsia cooOInaTh CBOK YacTHYIO HHGpopMaIuio (HacTosme ums, GhaMuinio, TeaedoH, aapec, HoMep
LIKOJIBI, a TaKkke poTorpaduu cBou, CBOEH CEMbH U ApY3ei);

2. OTKpBIBaTh BIOKEHHBIE (DAMIIBI DIEKTPOHHOW TIOYTHI, KOT/Ia HE 3HACIb OTIIPABHTEIIS;
3. I'pyOuTh, puaMpaThes, OKa3bIBaTh IABICHHE — BECTH ce0sl HEBEXKIIMBO U arpecCHBHO;
4. He pacniopsikaiicst IeHbIraMy TBOEH ceMbH 0e3 pa3pelleHus CTapIIuX — Bceraa
CIpalmBail poauTenei;
5. He Bctpeuyaiics ¢ UHTEpHET-3HAKOMBIMH B pEAJIBHOM KHU3HU - TIOCOBETYICS CO
B3pPOCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOKHO

1. He Bce mumyt npasay. Uuraems o cebe Henpasny B MHTepHETe — COOOIIM 00 3TOM CBOUM POJIUTEISM HIIH
OTIEeKYyHaM;

2. HpI/IFJ'IaH.IaIOT NEPECNUChIBATLCA, UT'PATD, 0OMEHUBAThLCS — IMMPOBCPb, HET JIU IIOJABOXA,



3. He3akonHoe xonupoBanue (aiioB B IHTepHETE — BOPOBCTBO;
4. Beerna pacckasbiBaii B3pOCIIBIM O Mpo0sieMax B CETH — OHHU BCEraa MOMOTYT;
5. Mcnionb3yii HACTPOMKH O€30MaCHOCTH M IPUBATHOCTH, YTOOBI HE TIOTEPSITH CBOU
aKKayHTBHI B COLICETSX U APYTHX MOpTaax.
MOKHO
1. YBaxaii qpyTux Mob30BaTeNeH;
2. Ilonp3yembest MHTEpHET-UCTOUHUKOM — JI€TIall CChIIIKY Ha HETO;
3. OTKpBIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. O6mmaThcs 3a TOMOIIBIO0 B3POCIBIM — POIUTEINN, ONEKYHBI M aJ]MIHHUCTPAIIAS CATOB BCETa TIOMOTYT;

5. llpoitnn oOyuenue Ha caiite «CeTeBHYOK» U MOIY9H MAacIOPT HU(POBOTO rpaKaaHNHA !

HNndopmannoHHas naMATKA 1JIs1 00y4ar0UXCS

C KaxIbIM ToJOM MOJIOASKH B HMHTEPHETE CTAaHOBUTHCSA OOJbINE, A IIKOJBHUKH OJHH W3 CaMbIX aKTUBHBIX
nons3oBateneii Pyrera. Mexay TeM, TOMAMO OTpOMHOTO KOJTHYECTBA BO3MOXKHOCTEH, HHTEPHET HECET 1 ITPOOIEMEI.
Ota namsTKa JOJDKHA TOMOYb Tebe 6e30IacHO HAXOUTHCS B CETH.

KomnbrorepHbie BUpPYyChI
KommnproTepHslii BUpyC — 3TO pa3HOBUAHOCTH KOMITBIOTEPHBIX IPOrpaMM,

OTIMYHUTENBHON 0COOEHHOCTHIO KOTOPOH SIBISETCS CIOCOOHOCTh K PA3MHOXKEHHUIO. B omomHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEANTH WU MOJIHOCTHIO YHUUTOXHTE BCe (Daiyibl U JaHHBIE, TOJIKOHTPOJIBHBIC TI0Ib30BATENI0, OT UMEHH
KOTOpOTro Obla 3amylleHa 3apakéHHas MMPOrpaMMa, a TakKe MOBPEIUTh WM Jake YHUYTOKUTh ONEPAIOHHYIO
CHCTEMY CO BceMH (aiiyiaMu B 11elIoM. B OONBIIMHCTBE CiTydaeB pacrpoCTPaHSIOTCSl BUPYCHI Yepe3 HHTEPHET.

MeToabl 3aIIMTHI OT BPEAOHOCHBIX MPOrpamMM:

1. Mcronb3yit cOBpeMEeHHbIE OINEPalOHHbIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHDb 3alIUTHI OT BPEAOHOCHBIX
Iporpamu;

2. IocrosiHHO ycTaHaBnWBail maytu (IUQpOBBIE 3aMIaTKy, KOTOphle aBTOMATHYECKH YCTAHABIMBAIOTCS C ILIEIBIO
JIOpaOTKM TMpOrpamMMbl) W JpyrHe OOHOBJIEHHWS CBOEW omepanuoHHOW cucTeMbl. CkauumBail HMX TOJNBKO C
odunmansHoro caiita paspadborunka OC. Ecnu cyiiecTByeT peskuM aBTOMaTHUECKOI0 OOHOBIICHUSI, BKIIIOUH €I0;

3. Pabotaif Ha CBOEM KOMIIBIOTEpPE O]l MpaBaMH MOJb30BAaTENs, a HE aAMHHHCTpATopa. OTO HE TO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX IPOTPaMM WHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnonw3yii aHTHBHPYCHBIC MPOrpaMMHBIE TNPOIYKTHl M3BECTHBIX IPOM3BOJUTENICH, C aBTOMATHUYCCKUM
00OHOBIIEHNEM 0a3;

5. Orpanuub QU3MYECKHIA JOCTYI K KOMITBIOTEPY JUIsI TOCTOPOHHUX JIHII;

6. Mcnonp3yil BHEIIHME HOCHUTENIM MH(OPMAIMM, Takue Kak (iemka, TUcK Wik (ailyl U3 MHTEpHETa, TONBKO U3
MIPOBEPEHHBIX UCTOYHHUKOB;

7. He otkpbIBail KOMIIBIOTEpHBIE (aiiiibl, TOTy4YEeHHbIE U3 HEHAAEKHBIX HUCTOYHUKOB. Jlaxke Te ¢aiiibl, KOTOphIe
TIpHCTIaNl TBOW 3HAKOMBIN. JIydIlie yTO4HN y HEro, OTIPAaBIISI U OH Te0e HX.



Ceru WI-FI

Wi-Fi - asr0 He Bua mepedadd MaHHBIX, HE TEXHOJOTHs, a BCEro JHINL OpeHa, Mapka. Eme B 1991 roxy
HUJICpJIaHJCKas KoMIaHus 3apeructpupoBana OpeHn «WECA», uro o0o3Hawanmo cioBocoueranue «Wireless
Fidelity», KOTOpBIH TepeBOAUTCS KaK «OSCIPOBOTHAS TOUHOCTEY.

o Hamiero BpeMeHH Jonuia npyras abOpeBuarypa, KoTopas sSBIsieTcS TaKoW e TeXHoJorueil. to abbpeBuarypa
«Wi-Fi». Takoe Ha3BaHWe OBLJIO IaHO C HAMEKOM Ha CTaHIApT BhICIINH 3ByKkOBO# TexHuku Hi-Fi, uto B mepeBoje
03HAYyaeT «BbICOKASI TOUHOCTh.

Jla, OecrutaTHBIN MHTEpHET-IOCTYI B Kade, OTEeNsX W adponopTax SIBISETCS OTIMYHON BO3MOXKHOCTHIO BBIXOJA B
uHTepHEeT. HO MHOTHE 3KCTIepTHI CUHUTAIOT, 4TO obmIenoctymabie Wi- Fi cetn He saBIs0OTCS 0€30MacHBIMHU.

CoBeTbl 110 0€30NMaCHOCTH PadoTe B 001IeNOCTYNHBIX ceTax Wi-fi:

1. He nmepenasaii cBoro tmuHyto nHbopMaiuio yepe3 odmenoctynabie Wi-Fi cetn. PaboTas B HUX, jKeJIaTeIbHO HE
BBOJIMTH MAPOJIH JOCTYIIA, IOTUHBI U KAKAE-TO HOMEPA;

2. Hcmonb3yit 1 OOHOBISI aHTHBHUPYCHBIE MPOTpaMMBI W OpaHaMayep. Tem caMbIM THI 00€30machIlb ce0s OT
3aKavKH BHPYycCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonn3oBanuu Wi-Fi otkmoun ¢pynkuuto «O0mmii qoctyn K dainam u
npuHTepam». JlaHHas GyHKIHMS 3aKphITa 10 YMOTYAHUIO, OJJHAKO HEKOTOPBIE
MOJIF30BATENN aKTUBUPYIOT €€ I y100CTBa MCIIONBb30BaHus B paboTe M y4deoe;

4. He ucnionp3y#t myonuunbeii WI-FI mist mepemaun THYHBIX JaHHBIX, HAPUMEDP 7S BHIXOJA B CONMATBHBIE CETH
WM B DIIEKTPOHHYIO TIOYTY;

5. Wmonp3y#i Tompko 3ammuiiernoe coenuHenne yepes HTTPS, a ue HTTP, T.e. mpu Habope BebG-ampeca BBOAU
uMeHHo «https://»;

6. B MmoOunbHOM Tenedone otkiroun ¢pyHkimio «Iloakmouenne k Wi-Fi
aBTOMaTH4Yeckn». He nomyckaii aBTOMaTHYeCKOTO MOJKII0YCHHS YCTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.
CoumnanbHble ceTH

CorraiibHbIe CETH aKTHBHO BXOJAT B HAIlly )KU3Hb, MHOTHE JIIOJIU Pa0OTAIOT U KHUBYT TaM IOCTOSIHHO, a B Facebook

YK€ 3apErucTpUpOBaH MWIJIMAPJ YEJOBEK, YTO SBISAETCS OJHOM CEIbMOWM BCEX JKMTENeW IIaHeThl. MHorue
M0JIb30BATENIM HE MOHUMAIOT, YTO UH(OPMAILIKs, Pa3MeIlleHHAas UM B COLIMATILHBIX CETSIX, MOXKET ObITh Haii/ieHa U
WCTIONb30BaHa KEM YTO/IHO, B TOM YHCIIe He 00s3aTeNbHO ¢ OJaruMu HaMepeHHUSIMU.

OcHOBHBIE COBETHI IO 0€30IIACHOCTH B COUATBHBIX CeTHAX:
1. Orpannub ciucok apy3ei. Y TeOs B Ipy3bsiX HE JOIDKHO OBbITH CIlyYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amumai cBOO YacTHYIO >ku3Hb. He yka3piBail maponu, TesnedoHsl, agpeca, AaTy TBOETO POXKIEHHUS U APYTYIO
TUMYHYI0 HH(pOpManuo. 37I0yMBIIUIEHHUKH MOTYT MCIOJb30BaTh Jake MH(OpMaUMiO O TOM, Kak Thl U TBOH
pOIWTENHN TUTAHUPYETE MTPOBECTH KaHUKYJIBI;

3. 3ammmiail CBOKO pemyTalio - JEPKH €€ B YUCTOTE M 3a/iaBaii cebe BOmpoc: XoTen Obl ThI, YTOOBI JIpyrue
0JIb30BATENIM BUCIH, YTO ThI 3arpyskaeiib? [logymai, mpexie 4eM 4To-TO ONyOIMKOBaTh, HAMCATh U 3arPy3UTh;

4. Ecnu TBI TOBOPHILE C JIOABMH, KOTOPBIX HE 3HAEHIb, HE MUCIOJIb3YH CBOE PEaIbHOE MMS U JIPYTYIO JINYHYIO
WHQOPMAITUH: UMSI, MECTO KHUTEIBCTBA, MECTO yueObl U Mpoyee;

5. Us6erait pasmerienus ¢ororpaduii B MHTepHETE, e Thl M300pakeH Ha MECTHOCTH, MO KOTOPOH MOXKHO
OTIPEJICIIUTH TBOE MECTOTIONIOKECHHE;

6. Ilpu peructpanuy B COIMAIBLHON CETH HEOOXOIMMO UCTIOIB30BATh CJIOKHBIE TAPOIIH, COCTOSIINE U3 OyKB U I
1 C KOJIMYECTBOM 3HAKOB HE MEHee §;



7. JIns conualibHOM CeTH, TIOYTHI M APYTUX CAHTOB HEOOXOAMMO HCIIOJB30BaTh pa3HbIe maponu. Torma eciau Teos
B3JIOMAIOT, TO 3IOYMBIIUIEHHUKH TOJIyYaT JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

3J'leKTpOl-lHLle ACHbI'H

DNeKTpOHHBIE JeHBI'M — 3TO OYEHB YIO0OHBIH CIIOCO0 TIATEXeH, OHAKO CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST
MOJTyYUTh 3TU JICHBIH.

3J'I€KTp0HHBIe JACHBI'M NNOABUJIMCH COBCEM HEJABHO 1 MMEHHO M3-3a 3TOI'0 BO MHOT'UX IoOCyJapCTBax A0 CUX ITOP HE
IMponrMcaHo Npo HUX B 3aKOHAX.

B Poccuu xe oHn (pyHKLII/IOHI/IpyIOT 1 O HUX YK€ MMPOIKMCAaHO B 3aKOHE, TAC UX

pa3iensioT Ha HECKOJBKO BHUJOB — aHOHHMMHBIC M HE aHOHHMMHBIC. PazHuia B TOM, YTO aHOHUMHBIEC - ATO TE, B
KOTOPBIX pa3pelraercss MNPOBOAWUTH oOmepanuu 0e3 WASHTH(PHUKAINHA IONb30BaTeNs, a B HEAHOHHMHBIX
UACHTU(UKALIUN TI0JIH30BATENIS SIBJISCTCS 005A3aTEIIBHOM.

Taxoke cliefyeT pa3nuyaTh dJIEKTPOHHbBIE (MaTHBIC ACHBIU (PaBHBI TOCYNAPCTBEHHBIM BAIIOTAM) U 3JEKTPOHHBIE
HeuaTHbIE IEHBTH (HE PaBHBI TOCYJapCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI 110 O€30IaCHOM paboTe ¢ AMEKTPOHHBIMA JCHBI aMH:

1. ITpuBsiku K cueTy MOOMIIBHBIHN Tese(oH. DTO caMblii yIOOHBIN U OBICTPHIN CITOCOO BOCCTAHOBUTH JOCTYI K CUETY.
[MpuBsizanHbIi TeaeoH MOMOXKET, ey 3a0yJelb CBOH TUIATEKHBIN Mapoib WK 3ai/Iellb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonb3yit ogHopaszoBbie napoiu. [locie mepexona Ha yCUIICHHYIO aBTOPU3aIMIO TeOe yke He OyAeT yrpoKaTh
OMMACHOCTh KPaXKH HJIH MepeXBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnoxHbIi taponk. [IpectymaukaM OyAeT He MPOCTO yragaTh CIOKHBIN

napoutb. HajiexkHble maposii — 3TO [apoIId, KOTOPBIE COIEPKAT HE MEHEE 8 3HAKOB U BKIIIOYAIOT B Ce0sI CTPOUYHBIE U
NPONHCHBIE OYKBBI, TUPPBI M HECKOJIBKO CUMBOJIOB, TAKWE KaK 3HAK J0JUIapa, QyHTa, BOCKIMLIATEIbHBIA 3HAK H T.I1.
Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMUHBIE JaHHbIE HA CaiiTax, KOTOPHIM HE JIOBEPSEIIb.

DJIeKTPOHHASI OYTA

9HeKTpOHHa$I mo4YTa — 3TO TEXHOJIOTHA U IPEA0CTABIACMBIC €10 YCIIYTU 110 IEPECHIJIKE U MOJTYUCHHUIO 3JICKTPOHHBIX
COOGmeHHﬁ, KOTOPBIC pacCripeACIA0TCA B KOMHBIOTepHOﬁ CCTH.

OOBIYHO NIEKTPOHHBINA TTOYTOBBIN AUK BHITJISIIUAT CIEAYIOMIM 00pa3oMm:

UMs_TIOJIB30BaTeNsi(@uMs_JioMeHa. Takke KpoMme repeadn MpoCcTOro TeKCTa, MMEETCsi BO3MOXKHOCTD Mepe1aBaTh
(aitnr.

OCHOBHBIE COBETHI 110 0€30I1aCHON PadOTe C FJICKTPOHHOH IMOYTOH:

1. Hago BbIOpaTh mpaBMIIbHBIA MOYTOBBIA cepBUC. B MHTEpHETE ecTh OrpOMHBIN BBHIOOp OECIIATHBIX IOYTOBBIX
CEPBHCOB, OJHAKO JIY4IIIE TOBEPATH TEM, KOTO 3HACIIb M KTO TIEPBbIil B pEHTHHTE;

2. He yka3piBaii B TUYHOM mouTe TUUHYIO UHpOpMarmto. Harpumep, Jiydiie BBIOpaTh «My3bIKabHBIN (haHaT@»
i «pokx2013» BMecTo «remal 3»;

3. Wcnonb3yi NBYX3TAMMHYI0 aBTOPHU3AIMIO. DTO KOTAa MMOMHUMO TapoJisi Hy>)KHO BBOJUTH KOJI, MPUCHUIAEMBIHN 10
SMS;

4. BriOepu CIIOKHBINM Maposib. J{J1st KaXkI0ro MOYTOBOTO SIIHKA TOJKEH OBITh CBOU

HaJECKHBIHA, YCTOWUMBBIN K B3JIOMY IapoJIb;



5. Ecnu ecTh BO3MOXKHOCTb HalucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJB3YH 3TY BO3MOKHOCT;
6. Mcnonp3yilt HECKOJIBKO MOYTOBBIX SIIKUKOB. [IepBhIil 17151 4aCTHOM NMEPENUCKU C

azpecaTaMu, KOTOPBIM Thl JOBEPSCLIb. JTO SICKTPOHHBIN afpec HE HAllO

WCTIOJIB30BaTh MPH PETUCTPALMK Ha (popyMax U caifTax;

7. He oTkpeIBaii (hailnbl u Apyrie BIOXKEHUS B IUCbMaX Ja)Ke €CIM OHM MPHUILIH OT TBOMX Apy3el. Jlydme yrounn
Y HHX, OTTIPABJISUTN JI OHU TeOe 3TH (haiibr;

8. Ilocie okoHUaHUs paObOTH HA TIOYTOBOM CEPBHCE TIEpe]] 3aKPHITHEM BKIIAIIKH C

caliToM He 3a0y/1b HAXKaTh Ha «BBIATIY.

Ku0epOyaauHr nim BUPTyaJbHOE H31eBaTeJIbCTBO

KubepOymaiHr — mpeciiefjoBanne cOOOMEHUAMH, COAEPKAIUMHI OCKOpOIIeHuS,

arpecculo, 3allyruBaHue; XyJIUTaHCTBO; COLIMANbHOE OOMKOTHPOBAHHUE C IOMOILBIO PA3INYHBIX HHTEPHET-CEPBHCOB.
OcHoBHBIE cOBeTHI 0 00pBLOe ¢ KNGepOyVINHIOM:

1. He Opocaiicst B Ooit. Jlyummii crmoco0: MOCOBETOBaThCS Kak ce0si BECTH W, €CIH HET TOro, K KOMY MOKHO
O6paTI/ITBCﬂ, TO BHa4aJi€¢ YCIIOKOUTHCA. Ecau THI HauHEIIL

OTBeuaTh OCKOPOJIICHUAMH Ha OCKOPOJIEHHS, TO TOJIBKO €Ille OOJIbIIIe pa30xkiKellb KOHINKT;
2. YmpaBnsii cBoel KnoepperyTanuei;

3. AHOHUMHOCTD B ceTH MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHATh, KTO CTOUT 32
AQHOHMMHBIM aKKayHTOM;

4. He crout BecTH XyIUTaHCKHUH 00pa3 BUPTyaIbHOH *KU3HU. IHTepHET (hUKCHpYET BCe TBOU NCUCTBUS U COXPAHSIET
ux. Y januTh ux OyAeT KpailHe 3aTpyTHUTENBHO;

5. CoOmrozait cBOM BUPTYaIbHYIO Y€CTh CMOJIOY;
6. Urnopupyii equHUYHBIN HeraTue. OHOPAa30BbIC OCKOPOUTEIbHBIE COOOIICHHS
Ty4iie urHopupoBath. OOBIYHO arpeccus MpeKpamaeTcs Ha HaualbHON CTaIIH;

7. Ban arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHBIMH COOOIICHUSIMH, B COILIMATIBHBIX CETSIX €CTh BO3MOYKHOCTD
OJIOKMPOBKH OTIIPABKU COOOIIEHH C OIPEIEIICHHBIX aJIpECOB;

8. Ecinm TbI cBHjEeTENb KNOEPOYIUIMHTA. TBOM ACHCTBHS: BBICTYITUTH IPOTHUB
IIPECIIEIOBATEINS], I0KA3aTh EMY, UTO €T0 JEUCTBUS OLIEHUBAOTCS HETAaTUBHO,
MOJIIEPKAaTh KEPTBY, KOTOPOU HyXHA MCHUXOJIOTHYECKasi IOMOIIb, COOOIINTh

B3pOCJIBIM O (I)aKTe arpe€CCUBHOIO IMOBCJACHUA B CCTH.

MoouabHbIi Teaedon
CoBpemenHbie cMapT(HOHBI U IJTAHIIETH COAEPKAT B cebe BIIOJIHE B3POCIBIN
(yHKIIMOHA, ¥ TETIePh OHH MOTYT KOHKYPHPOBATh CO CTAIIHOHAPHBIMH KOMITLIOTEPAMH.

OnHako, CpeCTB 3aLUThI ISl TOJ0OHBIX YCTPONCTB IMOKa OYSHb Majio. TeCTUpOBaHKE U ITOMCK YA3BHUMOCTEH B HUX
MIPOUCXO/NT HE TaK MHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMITbHBIX MTPHIIOKEHUH.



CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl y»Ke MPaKTUYECKH JOTHATN HACTOJhHBIC aHANIOTH, OJHAKO pPACIIMPEHUE
(yHKIIMOHANA BIIEYET 32 cOOO0M OONBIIYIO CIIOXKHOCT M MEHBINYIO 3allIHIICHHOCTb.

Jlaieko He BCE MPOUM3BOJMUTENN BBIMTYCKAIOT OOHOBIICHUS, 3aKPHIBAIONINEC KPUTUYCCKHUE YSI3BUMOCTH JUISI CBOUX
YCTPOUCTB.

OcHoBHBIE COBETHI ISl 0€30I1aCHOCTH MOOHJILHOIO Tese(oHa:

1. Hudero He siBisieTcst mo-HacTosIIeMy OecIuiaTHBIM. byib ocToposkeH, Belb Koraa Tede mpeaiaraoT 0ecIIaTHbIH
KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHUE-TO TUIATHBIE YCIYTH;

2. Nymaii, npexxae uem otnpaButbh SMS, ¢oTto miu Bugeo. Tel TOUHO 3HaeIb, TAe OHU Oy IyT B KOHEUHOM UTOTE?
3. HeoOxoammo 0GHOBIIATE ONIEPAIMOHAYIO CHCTEMY TBOETO cMapT(oHa;
4. Vcronb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIJISI MOOMITEHBIX TeTIe()OHOB;

5. He 3arpy»aii IpuI0OKEHHsI OT HEU3BECTHOTO HCTOYHHKA, BE/Ib OHU MOTYT COJIEP)KaTh BPEIOHOCHOE MPOrPAaMMHOE
obecreyeHue;

6. Ilocne Toro Kak THI BBIMEIID C CaiiTa, /1€ BBOAMII JINYHYIO HHPOPMAIIHIO, 3aliI1 B HACTPOUKHN Opay3epa u yaanu
cookies;

7. Ilepuonruecky POBEPSI, KaKKe IUIATHBIE YCIYyTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;
8. JlaBaii cBO¥ HOMEp MOOHMIILHOTO Tene(oHa TONBKO JIFOIIM, KOTOPHIX ThI 3HAEIIh U KOMY J0BEPSeIIb;
9. Bluetooth momkeH OBITH BRIKITIOUEH, KOTJa Tl MM He Mob3yenibes. He 3a0p1Bait
MHOTJIa IPOBEPATH 3TO.
Online urpsl
COBpCMeHHBIC OHHaﬁH-HprI — OTO KpPaCOYHBIC, 3aXBATbIBAIOUIUC PA3BJICYCHUAA,

00BEIUHSIONINE COTHH THICSY YeJIOBEK MO BceMy MUpPY. rpoku MCCIeAyroT JaHHBI UM MHUD, OOIIAIOTCS APYT C
JIPyrOM, BBIIOJIHSIOT 3aJaHMs, CPAKAIOTCA C MOHCTPAMH M TOJYYarOT ONBIT. 32 yIOBOJIBCTBHE OHH IJIATAIT:
MOKYMAOT ANUCK, OTUIAYMBAIOT a0OHEMEHT HITH MTPUOOPETAIOT KaKHe-TO OTIIINH.

Bce ot cpeacTBa UAYT HAa NOAACPIKAHUC U PAa3BUTHUC UI'PhI, 4 TAKIKC HA CaMy

0€30MacHOCTh: COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3AIIUH, BBITYCKAIOTCS HOBBIE TaT4H (I{UQPOBLIC 3aMIaTKu JIs
IpOrpaMM), 3aKPhIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOIIO6HBIX HUrpax CTOUT OoracaTbCsad HE CTOJIBKO CBOUX CONCPHHUKOB, CKOJIBKO KpaXy TBOCTO IMAapoJisad, Ha KOTOPpOM
OCHOBAHAa CUCTEMaA aBTOPU3ALIUN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IIACHOCTH TBOEI'0 HTPOBOr0 AKKAYHTA:
1. Ecnin npyroii Urpok BeneT ceds II0X0 WK CO3/aeT TeOe HEMPHUITHOCTH, 3a0JIOKHPYH €ro B CIIMCKE UTPOKOB;
2. Ioxayiicss aiMUHUCTPATOPaM UTPHI Ha TIOXOE MTOBEIEHUE 3TOTO0 UTPOKa,
JKeNaTeNbHO NPUWIOKHUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;
3. He ykasbiBaii THUHY0 HHPOPMAIHIO B IPOQaiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;
5. He ycranaBnmuBaii HeoumuaasHbIe MTATIYU U MOJIBI,
6. Vcriomnn3yit CIIOKHBIC U Pa3HBIC MTapOJIH;

7. I[a>1<e BO BpEMs UI'Pbl HC CTOUT OTKJIFOYATh aHTUBUPYC. Iloka TBI urpacuib, TBOH



KOMIIBIOTEP MOTYT 3apa3uTh.
OUIIUHT WIH KPAkKa JINYHBIX JaHHBIX
OOBIYHOM KpaXkel JIeHeT U IOKYMEHTOB CETOJHS YK€ HUKOTO He yIuBUfIIb, HO C

PAa3BUTUCM HUHTCPHCT-TCXHOJIOI Wit 3JIOYMBIIIUICHHUKHN TEPEMCCTWINCHL B MHTCPHET, U MPOAOIKAIOT 3aHUMATLCA
«TFOOUMBIM) JCIIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHHYECTBA WJIM (DUIIMHT, TJ1aBHAS LEJIb KOTOPOTO COCTOUT B
MONTyYeHNH KOH(PHUICHITNAIBHBIX JaHHBIX T0JIh30BaTeIe — JOTHHOB U mapoieil. Ha aarnmiickoMm s3pike phishing
ynrtaetcs Kak ¢umuHr (ot fishing — peiOHas noBs,

password — mapois).

OcHOBHBIE COBETHI MO 00pPbOe ¢ PUIMHTOM:
1. Cneam 3a cBOMM akKkayHTOM. Eciii TBI IOZ03peBaelib, 9TO TBOSI aHKETa OblIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aJIMUHUCTPATOPAM
pecypca 06 3TOM Kak MOKHO CKOpPEe;
2. Ucnonp3yit 6e30macHbIe BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoOB U
MTOMCKOBBIX CUCTEM;

3. Ucmionb3yli CIOKHBIE W pa3HBIE MApoid. TakuM 00pa3oM, eciid Te0s B3IIOMAIOT, TO 3IOYMBIIUICHHUKH TIOTy9aT
JOCTYIH TOJIBKO K OZTHOMY TBOEMY IPO]UIIIO B CETH, a HE KO BCEM;

4. Ecniu Tebs B3NOMaIH, TO HEOOXOIUMO MPETYIPEIUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE 00aBleHBI y TeOS B APY3bsIX, O TOM, 4TO TeOs B3IIOMand W, BO3MOXHO, OT TBOEro MMEHU Oynmer
pacchlIaThCA CIIaM U CCBIJIKU Ha (bI/IHH/IHFOBLIC CaI\/'ITI)I;

5. YcranoBu HagexHbli napois (PIN) Ha MoOUIbHEIHA TenedoH;
6. OTKITI04YH COXpaHeHue mapos B Opaysepe;

7. He oTkpbIBaii hailiibl 1 Apyrie BIOXKEHUS B IMCbMaX JayKe €CIM OHM MPHUIILTH OT TBOMX Jpy3ei. Jlydme yrounn
Y HUX, OTHPABJISUIA JIM OHU TeOe 3TH (Daiibl.

ud¢posas penyrauus
Hudposast pemyTtaius - 3T0 HeraTHBHAS WIIM [TO3UTHBHAS HHPOPMaLUs B ceTH O Tebe.

Komnpomerupytomas nadopmanys pa3MemieHHas B MHTEPHETE MOXET CEpPbe3HBIM 00pa3oM OTpPa3uThCA HA TBOCH
peanbHOI xu3HU. «LludpoBas pemyTauus» - 3TO TBOM MUMHIIK, KOTOPBIH QopMupyercss u3 nHpopMmanuu o tede B
WHTEpHETE.

TBoe mecTo JKHTCJILCTBA, y‘le6BI, TBOC (I)I/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKTepa U pacCKasbl O OU3KUX —
BCC OTO HAaKaIlJIMBACTCA B CCTH.

MHor#e oAPOCTKH JIETKOMBICIIEHHO OTHOCSITCS K MyOJHMKAIMK JINYHOW WHopMarmu B VIHTepHEeTe, He OHUMas
BO3MOXKHBIX TOCJIEACTBUI. ThI Jaxke He CMOXKEIb 10TalaThCcsl O TOM, YTO GoTorpadus, pa3MelleHHas 5 et Ha3a/,
cTajia MPUYMHON 0TKAa3a MPUHSTH TeOs1 Ha paboTy.

KommenTapumn, pa3merienue TBoux ¢ororpaduii u Apyrue AeHCTBUS MOTYT HE

WCYE3HYTh JIaXKe ITOCIIe TOr0, KaK ThI X YAATUIIb. THl HE 3HACIIb, KTO COXPAaHWI 3Ty WH(OPMAIIUIO, TIOTaNa J1 OHa
B IIOUCKOBBIE CUCTEMbl U COXPaHMJIACh JIM OHA, a [VIABHOE: YTO MOJYMAIOT O TeOe OKpYKarollee JII0U, KOTOpble
HAWIYT ¥ YBUAAT 3T0. HaliTk MHPOPMAILIIO MHOTO JIET CITYCTSI CMOXKET JIF000H — Kak U3 TOOPhIX MOOYKICHHH, TaK
¥ C HAMEPEHHEM NPUIHHNTH Bpel. ITO MOXKET OBITh KTO YTOAHO.



OcHoBHBIE COBETHI 10 3a1UTe NMPPOBOIi penyTanuu:
1. Ilogymait, mpexkae YeM 4To-TO IMyOJIMKOBATh U NiepeaBaTh y cedst B OJore Wi B
COLIMAIIEHOH CeTH;

2. B Hactpoiikax mpo¢uis yCTaHOBH OTpaHUYEHHsI HA IPOCMOTP TBOETO NPOQHIIS U €T0 CONEPKUMOT0, CAeTai ero
TOJIBKO «JUIA ApYy3€eii»;

3. He pa3smemaii u He yka3bIBaii HH(pOpMAIIHIO, KOTOPas MOKET KOTO-THO0 OCKOPOIATh WA OOMKATh.
ABTOpCKOe IpaBo
CoBpEeMEHHBIC IIKOJILHUKHA— aKTUBHBIC MTOJIb30BATENHN IIU(PPOBOTO MPOCTPAHCTRA.

OpHako 1anexo He BCe 3HAIOT, YTO MMOJIB30BaHNE MHOTUMH BO3MOXKHOCTSIMH IU(POBOTO MHpPa TPeOyeT COOITI0IeHIIS
MIPaB Ha UHTEJUICKTYAIbHYI0 COOCTBEHHOCTbD.

TepMI/IH «CHMHTEJUICKTYyaJIbHas COOCTBEHHOCThY OTHOCHTCS K Ppa3In4HbIM TBOPCHUAM YE€JIOBCUCCKOTO YMa, HAYHMHAsA
C HOBBIX I/I306peTeHI/II71 " 3HaKOB, OGOSH&‘I&IOHII/IX COOCTBEHHOCTH Ha IPOAYKTHI U YCJIIYI' , U 3aKaH4YUBas KHUT'aMU,
(pOTOl" pa(bI/ISIMI/I, KI/IHO(I)I/IJ'ILMaMI/I 1 MY3bIKAJIbHBIMU IIPOU3BCACHUSIMMU.

ABTOpCKHE MpaBa — 3TO IIpaBa HA WHTEJUIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOM3BEICHHS HAYKH, JTUTEPATYphl U
UCKYCCTBa. ABTOPCKHE IIPaBa BBICTYNAIOT B KaU€CTBE IapaHTUU TOTO, YTO WHTEJUICKTYAJIbHBIH/TBOPUECKUH TPYX
aBTOpa He OyIeT HampacHbIM, AacT €My CIIpaBeUIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPyZAa,
HOJYYHUTh U3BECTHOCTH U IIPU3HAHUE.

Hukro 6e3 paspemieHus aBTOpa HE MOXET BOCIPOM3BOIUTH €r0 NPOM3BEINCHHE, PACHPOCTPAHSTH, IIyOIMYHO
JE€MOHCTPHPOBATh, MPOAABATH, UMIIOPTUPOBATh, TyCKATh B MPOKAT, MyOJINYHO HCIIOIHSThH, TOKAa3bIBATH/UCTIOIHST
B 3¢upe nnu pasmemats B laTEpHETE.

Hcnonp30BaHue «IIMPATCKOr0» MPOrPaMMHOIO OOECIICYEHUS] MOKET NPUBECTH K MHOTMM PHUCKaM: OT IOTEpH
JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, TJIe YCTAaHOBIICHHBIH HE JieranbHas mporpamMma. He
CTOMT TaKXe 3a0bIBaTh, YTO CYIIECTBYET JETAbHBIC U OECIUIATHbIE IPOrPaMMBI, KOTOPBIE MOJKHO HAMTH B CETH.

O nopraJie
CereBUYOK.p¢h — TBOM TJIaBHBIM COBETYUK B CETH. 37IECh Thl MOXKEIIIh Y3HATh O

0€30MacHOCTH B CETH ITOHATHBIM U TOCTYITHBIM S3bIKOM, 8 IIPH BOSHUKHOBEHUN KPUTHYECKOH CUTYyalluu 00paTUTHCS
3a COBETOM. A TakKe MPHUHATH YIACTHE B KOHKYpCaxX M CTaTh CaMbIM IIU(QPOBBIM I'pakJaHUHOM !



